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Introduction

This deliverable describes the Quality Assurance Plan and Data Management Plan of the ECO-eNET
project.

The Quality Assurance Plan details the procedure for preparing documents such as deliverables,
milestones, and project reports.

The Data Management Plan (DMP) gives an overview of the data generated, collected, and stored by
ECO-eNET and how the project and its partners will provide findable, accessible, interoperable, and
reusable (FAIR) data.
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1. Quality Assurance Plan

The Quality Assurance Plan describes the process to ensure that the project generates high-quality
documents and outputs. This plan covers various aspects from the preparation of templates to the
allocation of responsibilities. Quality assurance is part of Task 6.3 and is led by CHAL. Quality policies
to be followed include:

- Respect of deadlines for deliverables, milestones, and reporting.

- Compliance of each document with the Description of Action (DoA) and the Grant Agreement.

- Peer-review of documents before the final submission to the EC.

- Risk management: any delay or deviation will be immediately reported to the WP Leader and
the Coordinator.

1.1. Roles and responsibilities

This section describes the responsibilities of the various people involved in quality assurance, such as
the editor, the reviewers, the WP Leaders, the Coordinator, and the Technical Leader.

Work Package Leaders and Task Leaders

The Work Package and Task Leaders are responsible for submitting the documents as listed in the
DoA in a timely manner. They also select the editor and the two reviewers who will check the first
version of the document during the internal review phase.

Editor

The editor is responsible for drafting the document (e.g., deliverable, milestone, technical report). They
can request input from other partners but are ultimately responsible for producing a high-quality first
draft using the templates provided by the coordinator.

Reviewers

Each document must be checked by at least two reviewers who were not involved in the drafting
process. The reviewers are selected by the WP and the Task Leader together with the document editor.
Reviewers are required to review the technical content of the document, with their suggestions and
inputs sent back to the editor, who is responsible for incorporating them into the document. If needed,
the editor may make further requests for the specific partner(s) responsible for the content(s) in need
of review.

Coordinator and Technical Leader

The Coordinator and the Technical Leader perform the final quality check of the document. They check
the language and formatting and ensure that the document meets the agreed-upon quality standard.

Project Manager

The project manager is responsible for the final submission to the EC and for storing the project’s
documents in the project’s online repository.

1.2. Preparation of project documents

The procedure for the preparation of documents such as deliverables, milestones, and the technical
report works as follows:

1. Distribution of work: The Task Leader listed in the DoA is responsible for organising the
writing of the document together with the WP Leader. They must assign the document to an
editor at least two months before the final deadline for submission.
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2. First draft: The editor, supported by the relevant WP partners, is responsible for drafting the
first version of the document. The editor sends the first draft to the relevant WP and Task
Leaders at least one month before the deadline.

3. Internal review: At least 2 non-authors check the document to ensure its high quality. The WP
and Task Leaders, together with the editor, assign this task to the most appropriate partners.
The reviewers check the document's general quality and technical content.

4. Final draft: The editor incorporates the reviewers’ comments and sends a final draft of the
document to the Coordinator and the Technical Leader at least two weeks before the
submission deadline.

5. Quality check: The Coordinator or the Technical Leader perform a final quality check.

The reviewers, the Coordinator, and the Technical leader will perform the quality check by following the
checklist presented in Table 1.

Table 1. Quality indicators and checklist for review

Quality indicator Checklist

Accordance with the objectives - Detailed description of work and activities
listed in the DoA - Sound technical explanations
Clarity - Concise and understandable language

- Consistent use of tables, figures and references

Respect of visual identity - Use of right template
- Completeness of information (logos, disclaimers,
project’s information)

Once the document has been finalised, the Project Manager will:

- Upload the final document to the EC portal
- Store the final document on the project’s Teams repository
- Inform the partners that the document has been submitted.

All submitted deliverables are accessible at Teams > ECO-eNET > General > Deliverables >
Submitted. All submitted milestones are accessible at Teams > ECO-eNET > General > Milestones >
Submitted.

1.3. Logos and templates

To ensure that the project generates consistent documents, the Coordinator and the Dissemination
Manager have prepared PowerPoint and Word templates (deliverable template, milestone template)
that must be used by all partners.

All templates, including the ones for deliverables and milestones, are available in Teams > ECO-eNET
> Dissemination > Templates.

All documents generated by the ECO-eNET project must include the project logo, the EC logo, the SNS
JU logo, and the following disclaimer acknowledging EU funding:

“The ECO-eNET project has received funding from the Smart Networks and Services Joint Undertaking
(SNS JU) under grant agreement No. 10113933. The JU receives support from the European Union’s
Horizon Europe research and innovation programme.

All logos listed above are available in Teams > ECO-eNET > Dissemination > Logos.
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2. Data Management Plan

The DMP herein describes the data involved in the ECO-eNET project and how the project will provide
findable, accessible, interoperable, and reusable (FAIR) data. To compile this DMP, the Coordinator
distributed a questionnaire (see Annex 1) to all the ECO-eNET partners to gather information about the
types and formats of data that will be generated and collected by them and their provisions to comply
with the FAIR principles.

2.1. Data summary

In this section, we summarize the data types and the project data that will be generated during the
execution of ECO-eNET.

2.1.1. Datatypes

The data expected to be generated by the ECO-eNET consortium includes the following types:

1. Human-readable documents: Project documentation, publications, and graphical material.
These documents are usually created using Microsoft Office but stored together with their PDF
version.

2. Design documents: Architectures, diagrams, and schematics of hardware components. These
documents usually have a format specific to the design software (e.g., Microsoft Vision) but are
stored together with their PDF version.

3. Source code: Implementation of certain functionalities, such as support for simulation and
experimentation, in specific programming languages saved as plain text files.

4. Software binaries: Compiled executables containing compiled software for which the source
code is available or for which the source code is not available.

5. Experimental data: Raw data collected from experiments or simulation, which should preferably
be saved as text format (e.g., CSV, JSON, XML). In the case of large amounts of data, the file
may be further compressed using open standards (e.g., GZIP). Alternatively, in the case of
complex data, it may be shared as binary data (e.g., Python pickle format, Matlab format, packet
capture (PCAP) format), in which case the experimental data must be accompanied by
appropriate source code to allow decoding the data.

6. Analysed data: Data that result from processing raw data for statistical extraction. This kind of
data may be used to allow the openly sharing of a high-level representation of private raw data
with a partner or the consortium. The formats are the same as the experimental data.

These six data types are different classes of data, with different requirements for their description and
metadata, archiving, and potential availability with open access. Additional data types may be included
during the execution of ECO-eNET as they are identified and defined. In the following sections and
subsections, we discuss how these aspects are managed, mentioning the specific data type when
relevant.

2.1.2. Reference name

The files containing data generated during the ECO-eNET project will include a series of values for
easy identification of the metadata included. The files will follow a common naming scheme, suggested
as ECO-eNET_[Type]_[Name]_[Date] [Partner]_[Version], where:

[Type] is the data type according to Sec. 2.1.1,

[Name] is a short and distinct name for the data,

[Date] is the date when the data was produced/shared with format YYYYMMDD,
[Partner] is the short name of the partner that generated the data,
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e [Version] is an integer value starting with the number 1 and incremented by one for every new
version.

2.1.3. Data set description and metadata standards

For the purpose of this DMP, a data set can either be a single or a set of correlated files with their
associated metadata. Since a data set may contain files of different formats, the metadata is used to
describe and index the data in the data set. The metadata must contain at least the following
information:

¢ Identifier(s): one or a set of unique identifiers (e.g., DOI, deliverable number);

e Creator(s)/Author(s): name(s) and affiliation(s) of the partners that generated the data;

e Title: a distinct name for the data set;

e Publisher: the entity publishing the data set;

o Date: the year and month of publication, optionally the day and time can also be included,;

e Type: the type of the data, as defined in Sec. 2.1.1;

o Format: the format(s) of the data included in the data set;

o Description: a comprehensive description of the data, including its collection scenario (i.e., in
the case of experimental data), or the statistical assumptions (i.e., in the case of statistical
data);

e Availability: Open/Upon request/Unavailable;

e Embargo date: date at which the data will be openly available.

The mandatory information described above will be used to enable the indexing and harvesting of the
data sets produced by the project, allowing for a quicker and more contextual search.

2.1.4. Data sharing and preservation

The sharing and preservation of the data generated within the ECO-eNET project are highly dependent
on the data type. A priori, each consortium partner is responsible for maintaining and preserving the
data generated from their activities. A collaboration and sharing platform (Microsoft Teams/SharePoint)
has been set up to allow collaborative creation and sharing of data sets containing predominantly
human-readable documents. However, the platform allows the storage of any data type. The data
deposited on the sharing platform are stored and preserved by the project coordinator and are available
only to the project consortium. The platform will be maintained by the project coordinator without a pre-
defined closing date.

Online sharing platforms will be used for open and controlled data access. At this stage, we identified
three platforms suitable for sharing the ECO-eNET data.

1. Zenodo allows the sharing of up to 50 GB of data?!, distributed over up to 100 files per data set.

2. Kaggle allows up to 200 GB of data per dataset?, with up to 50 files.

3. |EEE DataPort allows up to 2 TB of storage space® but may require the payment of open access
fees.

Zenodo will be used by the project unless a data set larger than 50 GB is produced.

Specific types of data may require specific strategies for sharing and preservation. The envisioned
strategies are summarized below.

1) Project data
a) Description: All shared project data

b) Release: Confidential to the consortium

1 https://help.zenodo.org/faq/
2 https://www.kaggle.com/docs/datasets
3 https://ieee-dataport.org/submit-dataset
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¢) Access: Closed
d) Sharing: MS Teams
e) Preservation: MS Teams
f) Responsible: Project coordinator
2) Reports, dissemination, and communication
a) Description: Project deliverables, publications, project reports, project communications
b) Release: Public
c) Access: Open
d) Sharing: MS Teams (during preparation), EC participant portal, project website, and/or
Zenodo (when finalized)
e) Preservation: EC participant portal and/or Zenodo
f) Responsible: Project coordinator and authors (for publications)
3) Design data
a) Description: Design data in open access
b) Release: Public
c) Access: Open
d) Sharing: Zenodo, Kaggle, IEEE DataPort, or other relevant online sharing platforms
e) Preservation: Online sharing platform
f) Responsible: Author(s)/Creator(s)
4) Raw research and analyzed data
a) Description: Open access for raw or analysed research data
b) Release: Public
c) Access: Open
d) Sharing: Zenodo, Kaggle, IEEE DataPort, or other relevant online sharing platforms
e) Preservation: Online sharing platform

2.2. FAIR Data

The ECO-eNET consortium follows the principle of FAIR data. This section describes how the project
ensures its generated data is findable, accessible, interoperable, and reusable.

2.2.1. Making data findable, including provisions for metadata

The ECO-eNET consortium has established standard data set names and a list of mandatory
descriptive metadata to be provided for each data set generated within the project. The full list of
mandatory metadata is provided in Sec. 2.1.3 (Data set description and metadata standards).

For each data set generated by the ECO-eNET activities, the responsible partner, in agreement with
the consortium, will evaluate the possibility of providing the data as open access. If this is the case, the
data set will be made available through relevant online sharing platforms such as the ones described
in Sec. 2.1.4. The mentioned platforms allow the data set to be accompanied by a wide range of
metadata, including the mandatory ones defined in the project. The platforms also encompass the
provision of a DOI, versioning, licensing, and access control.

2.2.2. Making data openly accessible

Data sharing in the ECO-eNET project starts with the project private collaboration and sharing platform,
described in Sec. 2.1.4. Once the data reaches the final (or publishable/preliminary) version, it is
released for public access through the project website. The website will consolidate and index all the
openly available data generated by the project. In addition, the project social media will be used to notify
the research community of the availability of newly opened data.

In the case of human-readable documents, the data can be stored on the website itself, in addition to
the relevant online sharing platforms. In the case of large data, the data will be stored in online sharing
platforms which are responsible for indexing and preserving the data beyond the duration of the project.
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The metadata of the data will be published in the project website, with a permanent link to the online
sharing platform.

The consortium strives to open most of the project data. However, the sharing and provision of open
access depends on the assessment made by the consortium and/or by individual partners based on
their interests in terms of intellectual property (IP), protection, and commercial exploitation of the project
results, just to make a few examples. Reasons for not sharing specific data sets will be documented,
and the data sets will be preserved by the generating partner in a repository with limited access.

2.2.3. Making data interoperable

The ECO-eNET project aims to ensure that its open data is as interoperable as possible, while
minimizing the overhead for the execution of activities and its partners. Two specific community-
endorsed guidelines will be followed in this regard. Firstly, human-readable data will be shared using
PDF format, which allows documents to be read using openly available and free tools. Secondly, raw
or analyzed data will be shared using open file formats based on plain text such as CSV, JSON, and
XML. Large data sets may be compressed using open standards such as GZIP. When the data is
complex and cannot be easily shared using such standards, binary data files (such as the ones
generated by Python pickle library,Matlab, or PCAP) will be shared, but always accompanied by a
source code that allows its reading. The source code for reading the data sets may also be shared in
cases where plain text formats (e.g., CSV, JSON, XML) are used. PCAP files, specifically, may result
from the research and comprise orchestration, automation, and performance metric datasets based on
PCAP trace files. These generally need specialized software for human readability and analysis.
However, that is a generally accepted and expected format.

The source code accompanying data sets will preferably be executable using open and free
programming languages and will be accompanied by specific versioning of the core programming
language and any external library/module required to use the source code. For instance, when sharing
Python source code, the explicit Python version will be provided, accompanied by a requirements file*
containing all modules needed and their respective versions. Closed/paid programming languages will
be avoided in these cases.

2.2.4. Making data re-usable

The actions described in the previous three subsections already contribute to making the data shared
by the ECO-eNET consortium highly reusable. Specifically, the generation of detailed metadata allows
the data generated by the project to be used by other industrial and academic entities. The data made
available with open access will be preserved by the online sharing platforms, therefore making the data
reusable beyond the duration of the project. Finally, the data shared as plain text or accompanied by
detailed versioning of programming languages will make it possible to open and use the data in the
future.

In addition to the aforementioned measures, the data sets will be accompanied by a detailed description
of the data collection and/or analysis of its variables, including descriptive variable names and a short
description of its unit. The license under which the data is shared will be carefully analysed, always
selecting the most permissive one while preserving the interests of the generating partner.

The quality assurance process involves reviewing data sets by at least two partners other than the
generating partner(s). The review process is triggered by the partner generating the dataset. The
reviewers will be acknowledged in the public version of the data sets as reviewers. The review process
involves analyzing whether the naming, metadata, and accompanying source code meet the expected
quality established in this document. Review rounds can be established if needed. The detailed review
reports will be private to the consortium.

4 https://pip.pypa.io/en/stable/reference/requirements-file-format/#
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2.3. Data security aspects

Data is shared among the ECO-eNET project partners via the project sharing and collaboration platform
(MS Teams/SharePoint), which adopts industry-standard security tools such as two-factor
authentication. These tools are used in addition to the specific institutional security tools adopted by
each partner. In combination, these tools provide comprehensive protection of the data stored within
the project sharing and collaboration platform. The platform also offers built-in file versioning and
storage of deleted files for 30 days, allowing for easy recovery from mistakes and accidental deletions.

Public and open data will be shared through the EC participant portal and online sharing platforms (e.g.,
Zenodo, Kaggle, IEEE DataPort). These platforms ensure the long-term preservation of stored
documents, which guarantees that the data is available beyond the duration of the project.

2.4. Ethical aspects

The ECO-eNET project assessed several ethical aspects relevant to the context of the project. The
consortium did not identify any ethical concerns related to the collected and shared data. The data
collected does not contain any private information that can be directly associated with human subjects.

The consortium will continuously monitor if ethical or privacy implications arise and use a general
strategy to mitigate such potential implications. In general, the project shall follow the GDPR act on the
protection of natural persons regarding the processing of personal data and on the free movement of
such data.

2.4.1. Informed consent

For managing the consortium and being able to disseminate the project information, the ECO-eNET
consortium has requested partner and personnel consent on:

e Taking photos of individuals during meetings, events, social dinners, etc.

e Publishing photos of individuals on websites, social media, newsletters, leaflets, posters, etc.

¢ Uploading photos to the project sharing and collaboration platform (MS Teams/SharePoint).

¢ Mentioning individuals’ names and organizations on the website, social media, newsletters,
articles, presentations, etc.

e The project and its partners will not use personnel names unless agreed on beforehand.

When dealing with personnel external to the consortium, a similar request for informed consent shall
be made prior to storage and/or publication of any personally identifiable information.

2.5. Existing relevant datasets

ECO-eNET partners identified two relevant datasets that may be of interest of the project consortium
during the project execution. The datasets, including detailed metadata, are listed below.

1. Mobile Handover Dataset

¢ Identifier(s): Our dataset is stored in the following public repository: “Mobility Dataset from a
7.2 O-RAN deployment”, Mendeley Data, DOI: 10.17632/khxgrém8wz.1

e Creator/Author: Merim Dzaferagic, Marco Ruffini

e Publisher: Mendeley Data (the paper is submitted to IEEE TNSM)

e Date: June 2024

e Type (e.g., experimental/simulation): experimental

e Format: Raw

e Description: The dataset consists of base station measurements including RSRP, RSRQ, and
SINR metrics. A realistic commercial 7.2 O-RAN setup with 4 base stations was deployed,
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and 5 users moved between these cells. The measurements capture around 2300 handover
events, providing a comprehensive view of the network performance and user mobility within
this setup.

e Availability (e.g., upon request/open): open

e Embargo until: expected July 2024

2. Mobility RAN Dataset

o Identifier(s): Our dataset is stored in the following public repository: “RAN Performance
measurements for security threats”, Mendeley Data, DOI: 10.17632/t2rzh9y4mp.1

e Creator/Author: Bruno M. Xavier, Merim Dzaferagic, Magnos Martinello, Marco Ruffini

e Publisher: Mendeley Data (the paper is submitted to Computer Networks)

e Date: Submitted May 2n 2024

e Type (e.g., experimental/simulation): experimental

e Format: Raw

e Description: The dataset consists of base station (BS) measurements collected in a testbed
environment. The experimental setup includes five x310 Ettus Research Universal Software
Radio Peripherals (USRPs), with one acting as a Base Station (BS) and four as User
Equipments (UEs). To accurately simulate the channel environments experienced by UEs in
various mobility scenarios, in addition to the static scenario, the UEs are controlled to emulate
the movement patterns of pedestrians, cars, buses, and trains. This controlled mobility
ensures that the UEs effectively reproduce the channel conditions encountered during real-
world operation in each of these mobility classes.

¢ Availability (e.g., upon request/open): open

e Embargo until: Publishing date of the paper (expected July 2024)
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Conclusions

This deliverable described the main actions and procedures that the ECO-eNET consortium will follow
to ensure the quality of its public documents. Moreover, it discussed the procedures that will be followed
to ensure that the data shared by the project follow the FAIR principles.

To ensure the quality of the public documents, the project established a process by which several
partners participate in the process of drafting, reviewing and submitting the documents. The provided
templates ensure that the people involved in the process are credited.

To ensure that FAIR principles are followed when sharing data, a comprehensive set of guidelines and
recommendations have been established. The processes described in this deliverable will be followed
by the ECO-eNET consortium, resulting in high-quality open data.

The processes and procedures in this document will undergo constant assessment throughout the
execution of the project. If needed, updates and improvements will be adopted.
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Appendix 1 — Questionnaire to ECO-eNET Partners

Structure of the Questionnaire
This document is focused on the data management plan (DMT) of the ECO-eNET project. The template
is a set of questions that you should answer with a level of detail appropriate to the project.
The responses will be collected and collated into the Deliverable 6.2 - Quality assurance plan and
data management plan.
The DMP is intended to be a living document in which information can be made available at a finer level
of granularity through updates as the project's implementation progresses and when significant changes
occur.
At the minimum, the DMP should be updated in the context of the periodic evaluation/assessment of
the project.

Horizon EUROPE- Data Management Plan

Questionnaire

1. Partner’s name: XXX

2. WP: XX

1. Data summary
Q1.1. Specify the types and formats of data generated/collected (as defined in D6.2, Section 2.1)

Place your answer here.

Q1.2: Specify which data will be made openly available.
Place your answer here.

Q1.3: What is the expected size of the data?

Place your answer here.
2. Findable, accessible, interoperable and reusable (Fair) Data

Q2.1: Making data findable, including provisions for metadata (as defined in D6.2, Sec. 2.2.1)
e Will data be identified by a persistent identifier, e.g., digital object identifier (DOI)?
e  Will rich metadata be provided to allow discovery? What metadata will be created? What disciplinary or,
general standards will be followed? In case metadata standards do not exist in your discipline, please outline what
type of metadata will be created and how.
e  Will search keywords be provided in the metadata to optimize the possibility for discovery and then potential
re-use?
e Will metadata be offered in such a way that it can be harvested and indexed?

Place your answer here.
Q2.2 Making data accessible (as defined in D6.2, Sec. 2.2.2)

Repository:
e  Will the data be deposited in a trusted repository?
e Have you explored appropriate arrangements with the identified repository where your data will be
deposited?
e Does the repository ensure that the data is assigned an identifier? Will the repository resolve the identifier to
a digital object?

Data:
e Wil all data be made openly available? If certain datasets cannot be shared (or need to be shared under
restricted access conditions), explain why, clearly separating legal and contractual reasons from intentional
restrictions.
e If an embargo is applied to give time to publish or seek protection of the intellectual property (e.g. patents),
specify why and how
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long this will apply, bearing in mind that research data should be made available as soon as possible.
e If there are restrictions on use, how will access be provided to the data, both during and after the end of the
project?

Metadata:

¢ Will metadata be made openly available and licenced under a public domain dedication CCQ?, as per the
Grant Agreement? If not, please clarify why.

e How long will the data remain available and findable? Will metadata be guaranteed to remain available after
data is no longer available?

e Will documentation or reference about any software be needed to access or read the data be included? Will
it be possible to include the relevant software (e.g., in open-source code)?

Place your answer here.

Q2.3. Making data interoperable (as defined in D6.2, Sec. 2.2.3)
e Will you follow community-endorsed interoperability best practices? Which ones?

Place your answer here.

Q2.4. Making data re-usable (as defined in D6.2, Sec. 2.2.4)
e How will you provide documentation needed to validate data analysis and facilitate data re-use (e.g.,
README files with information on methodology, codebooks, data cleaning, analyses, variable definitions, units
of measurement, etc.)?
e  Will your data be made freely available in the public domain to permit the widest re-use possible? Will your
data be licensed using

standard reuse licenses, in line with the obligations set out in the Grant Agreement?
e Will the data produced in the project be useable by third parties, in particular after the end of the project?

e Describe all relevant data quality assurance processes.

Place your answer here.

3. Other research outputs

Q3.1: In addition to the management of data, beneficiaries should also consider and plan for the management of other
research outputs
that may be generated or re-used throughout their projects. Such outputs can be either digital (e.g., software,
workflows, protocols, models, etc.) or physical (e.g. new materials, antibodies, reagents, samples, etc.).

Place your answer here.
Q3.2: Beneficiaries should consider which of the questions pertaining to FAIR data above, can apply to the management of
other
research outputs and should strive to provide sufficient detail on how their research outputs will be managed and
shared, or made available for re-use, in line with the FAIR principles.

Place your answer here.

4. Data security (as in D6.2, Sec. 2.3)

Q4.1: What provisions are or will be in place for data security (including data recovery as well as secure storage/archiving and
transfer of sensitive data)?

Place your answer here.
Q4.2: Will the data be safely stored in trusted repositories for long term preservation and curation?

Place your answer here.

5. Ethics (as in D6.2, Sec. 2.4)
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Q5.1: Are there, or could there be, any ethics or legal issues that can have an impact on data sharing? These can also be
discussed in the context of the ethics review. If relevant, include references to ethics deliverables and ethics chapter in the
Description of the Action (DoA).

Place your answer here.

Q5.2: Will informed consent for data sharing and long-term preservation be included in questionnaires dealing with personal

data?

Place your answer here.

6. Existing relevant datasets

For each dataset, provide:

1. Dataset title

Identifier(s):

Creator/Author:

Publisher:

Date:

Type (e.g., experimental/simulation):
Format:

Description:

Availability (e.g., upon request/open):

Embargo until:

2. Dataset title

Identifier(s):

Creator/Author:

Publisher:

Date:

Type (e.g., experimental/simulation):
Format:

Description:

Availability (e.g., upon request/open):

Embargo until:




